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ROLES: Be Cyber Ready
Team responsible for executing or supporting a cyber recovery

Lists the individuals responsible for responding to cyber incidents, including IT staff, security experts, legal counsel, and key business leaders.
JOB TITLE / CONTACT INFORMATION: 
Provide essential details about the individual or organization involved in Cyber Recovery process. 
RESPONSIBILITIES: 
Defines the duties of each team member during an incident, such as containment, investigation, recovery, and communication.
The following worksheet includes responsibilities that describe each individual or team and role responsible for executing or supporting a cyber recovery.

	CRP Role
	Job Title / Contact Information
	Responsibilities

	CRP IT Director
	<<Insert Job Title>>
<<Insert Contact Information>>
	Has overall responsibility for developing and maintaining the CRP.
Declares CRP activation in conjunction with CRP Security Director
Contacts leadership to communicate activation of CRP with CRP Security Directory
Responsible for testing CRP

	CRP Security Director
	<<Insert Job Title>>
<<Insert Contact Information>>
	Determine if this is a breach situation.
Determine details of the breach.
Work with IT Director to contact leadership of breach and next steps.
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	CRP Coordinator
	<<Insert Job Title>>
<<Insert Contact Information>>
	Coordinates that teams are working jointly. 
Regularly shares communication to all teams involved.
Identify process risks 

	Alternate CRP IT Director
	<<Insert Job Title>>
<<Insert Contact Information>>
	Inherits responsibility if Primary is not available

	Alternate CRP Security Director
	<<Insert Job Title>>
<<Insert Contact Information>>
	Inherits responsibility if Primary is not available

	Alternate CRP Coordinator
	<<Insert Job Title>>
<<Insert Contact Information>>
	Inherits responsibility if Primary is not available

	Recovery Team
	<<Insert Job Title(s)>>
<<Insert Contact Information>>
	Group designated to restore affected systems after a disruptive event

	Forensic Analysis Team
	<<Insert Job Title(s)>>
<<Insert Contact Information>>
	Group designated to analyze restored endpoints for cleanliness. 
Responsible for communicating endpoint analysis to IT and Security Directors 



To learn more, visit commvault.com
commvault.com | 888.746.3849
© 2024 Commvault. See here for information about our trademarks and patents. 09_24

image1.png




image2.png
?

() f\ /\\

NN

#E

EANVOIJIE

@

N




image3.png
@ Commvault




image4.png




image9.png




image10.png




image11.png




image12.png




image13.png




image5.png




image14.png




image15.png




image16.png




image17.png




image18.png




image19.png




image20.png




image6.png




image21.png




image22.png




image23.png




image7.png




image8.png




